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Contributions

© Arefinement of trace equivalence
for processes with structural similarities

© Partial-order reductions
for any process for this new equivalence

© Integration into the DeepSec prover
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Formalism

algebra of finite

concurrent processes

P'o ~tP1 Iff vteTraces(P;), 3t' € Traces(Pq;), t ~t’

sequences of inputs/outputs in static indistinguishability of

an active adversarial environment

sequences of inputs/outputs

Output = increases the attacker’s knowledge

Input = receives a term from the attacker
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o permutation of {1,...,n}
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Baseline Structure-guided
P and Q trace equivalent? P and Q equivalent by session?
ye/ no \1 2h ye/ no \1 2h
v P=Q XP#Q ? v P=Q @ ?

Ongoing work: )

conclude in this case
(currently: heuristic)
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2 identical passports readers 2 difterent passports readers
Scenario baseline structure-guided
2 identical <ls X <ls X
2 identical + 1 fresh >12h 2s X X non-equivalent
3 identical + 1 fresh >12h 3s X v equivalent
2 identical + 2 fresh >12h Tmin20 v

2 identical + 3 fresh >12h 11Mh06 v m
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Experimental results (2)

Vote privacy in Helios (vote swap)

FEFa ~ FEF

Scenario baseline structure-guided
no revote <ls <ls
Ax2+Bx1 2h41 Tmin2 Vv :
X non-equivalent
Ax3+Bx?2 >12h 7min40 Vv v equiva|ent
Ax4+Bx2 >12h 16min36 v

Ax7+Bx3 >12h 3h53 V
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free yes.
free no.

(* Randomized asymmetric encryption x)

kun aenc/3.
fun pk/1.

reduc adec(sk, aenc(pk(sk), sr, xm)) —> xm.
(*x Signature x)

fun sign/2.

Definition of crypto primitives

fun vk/1. (here, asymmetric encryption)

reduc checksign(vk(sk), sign(sk,m)) —> m.
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ZKP21.dps

fun s/1.
(* The voting process x)

ﬂet Voter(sk,id,v,pkE) =
new r;
let ballot = aenc(pkE, r, v) in
let zk = zkp(r, id, v, ballot) in

out(c, (id, sign(sk, (ballot, zk)))).

R

(x The Tally *)

let Outcome(prv_ch,skE) =
in(prv_ch,z);
let (votel,vote2,vote3,nb vote) = z 1in

Definition of the protocol
(here, voting process)
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03 out(c,pk(skE));
94 new skil; §209
05 new sk2;
96 new sk3;
07 out(c,sk3);
08 out(c,vk(skl));
99 out(c,vk(sk2)); (
100 172 Voter(skl,id1,votel,pk(skE)) |
101 Voter(sk2,1id2,vote2,pk(skE)) |
102 Tally(skE,vk(skl),vk(sk2),vk(sk3))
103 ).
104
105 (x Should not find an attack. %)
LO6 queny
: session_equiv(VotingSystem21l(yes,no),VotingSystem21(no,yes)).
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Helios_revote_ZKP21.dps
- 111G W [

03 out(c,pk(skE));

04 new skl;
05 new sk2;
96 new sk3;
07 out(c,sk3);
08 out(c,vk(skl));
99 out(c,vk(sk2)): (
00 1722 Voter(skl,id1,votel,pk(skE)) | Equivalence query (here:
01 Voter(sk2,id2,vote2,pk(skE)) | model of vote privacy)
02 Tally(skE,vk(skl),vk(sk2),vk(sk3))
103 ).
104
105 (x Should not find an attack. %)
LO6 quedy
: session_equiv(VotingSystem21l(yes,no),VotingSystem21(no,yes)).

107 22/27
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DeepSec Ul
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/= Results =] Helios_revote ZKP21

{J) Settings

\
Browse files
to verity

DeepSec Ul

1 file

Default Semantic : + Add Distant Server 1

Classic Eavesdrop

. Hostname :

Distributed :
Auto No Local path :
Workers :

Number jobs : Auto

Local workers : Auto 2

Round timer : 120

Total worker 19

< Reset

Options for distributing
The computation

O < 100 % B3
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Dev Tools

®
DeepSec Ul
() Start Run

/= Results

{J) Settings

DeepSec Ul

o < 100 % B2

You are about to quit DeepSec Ul but some queries are still being verified. What do yo want to do ?

Status

\lJ
52 in progress

Cancel

Quit and kegp the verification in background

X

Title

Helios revote ZKP21

Go to

1

Nb Run

15/page

Total 1

Quit and cancel the queries

Date

31/01/2020 11:47:18
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epSec - DeepSec Ul Kl D"

versio

Git ha  © startRun . PR . . \12 0
Cancel Quit and kegp the verification in background Quit and cancel the queries

Git br X
Websit /= Results

Status Title Nb Run Date
{J) Settings

. . [
ading fi HeIios_revo+a_ZKP21 1 31/01/2020 11:47:18 |

ar ting v 1 Goto 1 15/page Total 1

arting v
sult que
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ironumbe

The interface can be
interrupted safely
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in(mn,x1);
in(mn,x2);
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¢
out(ch,adec(x3,skT))
)1 C
out(ch,adec(x1,skT))
)1 C
out(ch,adec(x2,skT))
)
|
lout(ch, Ca,aenc(no, r,pk(skT))))I
|
new r,;
let ballot, = aenc(yes,r,,pk(skT)) in
out(bb,(b,ballot,));
out(ch,(b,ballot,))
|
in(ch,b3);
let (=c,v3) = b3 in
out(mn,v3)
| (
let (=a,vl) = (a,aenc(no,r,pk(skT))) in
out(mn,vl)
| (
in(bb,b2);
let (=b,v2) = b2 in
out(mn,v2)

D N < 100 % &3
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Git b=® 2 in(mn,x1);
g 3 ' XZ)s
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5 ¢
6 out(ch,adec(x3,skT))
ading fi ., Y1 ¢ Trace - Step 8 / 21
8 out(ch,adec(x1,skT))
. 9 ) I [N d
arting W 5 - out(ch,ax,)
1? ) out(ch,adec(x2,skT)) 8- 1 intemall communication
arting v 2131 ¢ 9 - out(ch,ax,)
sult que 13 lout(ch, Ca,aenc(no, r,pk(skT))))I
rificati 14 1) 1 C
. 15 new r,;
ironumbe 16 let ballot, = aenc(yes,r,,pk(skT)) in Frame
17 out(bb, (b,ballot,));
12 ) Iozt(ch,(b,ballotz)) Private names: bb, r, mn, skT
20 in(ch,b3);
21 let (=c,v3) = b3 in ax, -> pk(skT)
22 out(mn,v3)
23 1)1 (
24 let (=a,vl) = (a,aenc(no,r,pk(skT))) in
25 out(mn,vl)
26 | ) I (
27 in(bb,b2);
28 let (=b,v2) = b2 in
29 out(mn,v2) . oy R
% | > When query finished: result
dynamically displayable
(here: attack trace)
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Conclusion

© A new equivalence exploiting the structure
of practical privacy statements

@ Decision of trace equivalence improved by
orders of magnitude on concrete examples

@ Future work: Complete procedure for trace
equivalence guided by equivalence by session




