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Privacy as indistinguishability

Anonymity Alice Bob

yes no no yes

Behavioural indistinguishability  
for all potential attackers

Vote privacy
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Privacy as indistinguishability

Each time, the two processes 
share a common structure

Observation  🤔

yes no no yes

Equivalence coNEXP-complete  
for a fixed number of participants

       [S&P18]  S. Kremer, V. Cheval, I. Rakotonirina. 
DEEPSEC: Deciding equivalence properties  
in security protocols — theory and practice
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Contributions

A refinement of trace equivalence
for processes with structural similarities

Partial-order reductions
for any process for this new equivalence

Integration into the DeepSec prover



Trace equivalence
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k kenc(0,k) enc(1,k)

out(c, enc(0,k)) out(c, enc(1,k))out(d, k)   | |   out(d, k)

t

Modelling indistinguishability
A simple example

Distinguishing execution:

m1 m2

+ test  dec(m1,m2) = 0
?
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∀ t ∈ Traces(Pi),  ∃ t’ ∈ Traces(P1-i),  t ~ t’P0 P1t iff 

sequences of inputs/outputs in  
an active adversarial environment

static indistinguishability of 
sequences of inputs/outputs

algebra of finite 
concurrent processes

Input
Output ⇒ increases the attacker’s knowledge

⇒ receives a term from the attacker

Modelling indistinguishability
Formalism
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Formally: process pairing

(MATCH) (P1 | … | Pn, Q1 | … | Qn) (P1,Qσ(1)), …, (Pn, Qσ(n))
σ  permutation of {1,…,n}

(EXEC) (P,Q) (P’,Q’)
𝛼

if P→P’ and Q→Q’      (in the single-process semantics)𝛼 𝛼

+ ∃ t2 ∈ Traces(P,Q),  fst(t2) = t and snd(t2) = t’

∃ t’ ∈ Traces(Q),    t’ ~ t∀ t ∈ Traces(P),Trace Equiv.

Equiv. by session
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Approaches to prove trace equivalence

Baseline Structure-guided

P and Q trace equivalent?

yes no >12h

P ≈ Q P ≈ Q ?

P and Q equivalent by session?

?

Ongoing work: 
conclude in this case 
(currently: heuristic)

yes no >12h

P ≈ Q ?
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Experimental results (2)
Vote privacy in Helios (vote swap)

Scenario baseline structure-guided
no revote <1s <1s

A x 2 + B x 1 2h41 1min2
A x 3 + B x 2 >12h 7min40
A x 4 + B x 2 >12h 16min36
A x 7 + B x 3 >12h 3h53

yes no ? no yes ?

non-equivalent
equivalent

v1.0.2
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270 % 400 %

800 %

1200 %

1600 %

2000 %

19

v1.0.2 v2.0
.0

Evolution of verification time  v1.0.2  → v2.0.0

Due to implem.  
bugs patched in  

v2.0.0

÷ 1 ÷ 5 ÷ 9 ÷ 13 ÷ 17 ÷ 21x 5

1 line =  
1 protocol
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v2.0.0

Definition of crypto primitives  
(here, asymmetric encryption)
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v2.0.0

Definition of the protocol 
(here, voting process)
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v2.0.0

Equivalence query (here: 
model of vote privacy)
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v2.0.0

Browse files  
to verify

Options for distributing 
The computation
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v2.0.0

The interface can be  
interrupted safely
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v2.0.0

When query finished: result 
dynamically displayable 

(here: attack trace)
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Conclusion

A new equivalence exploiting the structure
of practical privacy statements

Decision of trace equivalence improved by
orders of magnitude on concrete examples

Future work: Complete procedure for trace
equivalence guided by equivalence by session 


